
 

  

 

 

 

Network Access Policy 
 

This Network Access Policy accepts that Perth College uses a variety of interconnected 
computer systems in providing a meaningful and technological rich learning environment 
for the students. Similarly, applicable technology is provided to staff to perform their 
duties according to their area of responsibility whether it be in a teaching, learning 
support, or administrative role. 

The Network is defined as all the interconnected systems used at the School that allow 
for the viewing, transmission and storage of data from and to various devices such as 
computers, tablets, iPads, servers, printers, network storage, switches and wireless 
access systems. 

Network Access is defined as the process by which a user connects to any part of the 
network as part of their position within the school. This access can be via any number of 
methods including, but not limited to: 

• Desktop computer 
• Laptop computer 
• Mobile phone 
• Tablet device 
• Smart watch 
• Printer 
• Network attached projector, TV or interactive panel 
• VR Headset 
• Vivi Wireless Projection 

 

Scope 

Under the Network Access Policy a user is considered to be any of the following identities 
who are required to gain access to the network: 

• staff (paid and unpaid); 
• students; 
• Council members; 
• guests of the school; 
• volunteers; and 
• contractors and service providers 

 



 

 

Prior to allowing any type of Network Access, the above identities need to be aware of 
and sign off on the School’s relevant Acceptable Use Agreement. 

 

Associated Policies and Guidelines 

Staff Code of Conduct 

Learning Powered by Technology Handbook 

Student Diary 

Mobile Communications Policy 

Social Media Guidelines 

Student Behaviour Management Policy 

Student Bullying and Harassment Policy 

Network Access Guidelines for Students 

 

Relevant Legislation and Authority 

The Privacy (Enhancing Privacy Protection) Act 2012 

Privacy Act 1988 

Privacy Regulations 2013 

Privacy Amendment (Notifiable Data Breaches) Act 2017 

Freedom of Information Act 1992 

Surveillance Devices Act 1998 

Telecommunications (Interception) Western Australia Act 1996 

  

http://www.slp.wa.gov.au/legislation/statutes.nsf/main_mrtitle_946_homepage.html
http://www.slp.wa.gov.au/legislation/statutes.nsf/main_mrtitle_959_homepage.html


 

 

 

Network Access Policy 
 

The School provides a range of interconnected computer systems for its students and 
staff for various educational and administrative purposes. The School also monitors the 
use of all areas of the network via direct access, logging and where required, forensic data 
analysis. By its nature, electronic communication is a fast and informal way of 
communicating, however, once data in the form of documents or images has been 
communicated externally to the School, there is generally no way to recall it and control 
of that data no longer rests with the user or the School. 

In using the School’s network, you must comply with the School’s Network Access Policy.  

The Network Access Policy relates to a number of documents. They are: 

• Acceptable Use Agreement (Various Incarnations) 
• Staff Code of Conduct 
• Learning Powered by Technology Handbook 
• Student Diary 
• Social Media Guidelines 

In complying with the above, it is important that you pay particular attention to the 
following points: 

a) exercise good judgement when using electronic mail, following the principles 
of ethical behaviour; 

b) use appropriate language in all forms of electronic media including mail 
messages, Internet ‘blogs/vlogs’, forums and social networks; 

c) be aware that if an issue addressed in an email becomes the subject of a legal 
dispute, those emails will then be discoverable:  that is the courts and all 
parties to the dispute would be legally entitled to see them; 

d) all emails in a users mailbox can be viewed by the Principal or an authorised 
representative with or without the users knowledge or permission. The email 
system is the property of the School; 

e) do not send messages that are harassing, discriminatory, defamatory, 
threatening, abusive or obscene; 

f) when using social networking media sites, you do not invite current students 
into your personal social network site and you do not accept any invitation to 
join theirs; 

g) use the schools email system to contact current students, not social network 
sites; 

h) remember that the display, storage and transmission of offensive, defamatory 
or harassing material is strictly forbidden; 

i) browsing of data (including documents and images) within the School’s 
network other than your own, for any reason other than those associated with 
the requirements of your position is strictly prohibited; 



 

 

 

j) immediately report any situations where you become aware of the 
inappropriate use of the School’s network, electronic communications or social 
networking sites. 

You must not use the School’s network to view upload, download or circulate any of the 
following material: 

a) sexually related or pornographic messages material; 
b) violent or hate related messages or material; 
c) racist or other culturally offensive messages aimed at a particular group or 

individual; 
d) malicious, libellous or slanderous messages or material; 

subversive or other messages or material relating to illegal activities. 

  



 

 

 

APPENDIX 1 

SOCIAL MEDIA - PERSONAL AND ORGANISATIONAL USAGE GUIDELINES 

 

Definition  

Social media refers to online tools which provide individual users and/or organisations 
with the ability to create and share content in online communities. Social media tools 
include, but are not limited to, the following: 

• Internal Social Networks such as SPACE, Microsoft Teams, Skype and Yammer  
• External Social Networking Sites – such as Facebook, Twitter, Skype, Linkedin, 

Google+ 
• Video/Photo Sharing Sites – such as YouTube, Flickr, Vimeo and Instagram 
• Micro-Blogging Sites – such as Twitter, Yahoo Buzz, Meme  
• Weblogs – corporate, personal or media blogs published through tools such as 

Wordpress and Tumblr 
• Forums & Discussion Boards – Whirlpool, Yahoo! Groups, Google Groups 
• Geo-spatial Tagging – such as foursquare 
• Online Multiplayer Gaming Platforms – such as second life, Playstation 

Network, xBox Live, Steam, Nintendo and Origen 
• Instant Messaging – including SMS 
• Video and Podcasting 
• Online Encyclopaedias– Wikipedia 
• Any other websites or devices (including mobile phones) that enable 

individuals to publish or distribute their own views, blogs, comments, photos, 
videos etc. 

Our Policies 

Perth College recognises the importance of social media tools as a mechanism for both 
individuals and businesses to engage and share information. 

We have two distinct areas under the Network Access Policy in dealing with social media 
activities. The Social Media Personal Usage Guidelines are to be used by staff as a guide 
when they use their own personal social media accounts. The Social Media Organisational 
Usage Guideline are to be followed with respect to the administration and/or publication 
of content on Perth College’s own social media sites. 

 

PERSONAL USAGE GUIDELINES 

These guidelines provide our expectations where an employee uses social media tools 
where their identity can be linked to Perth College, or that may make reference or imply 
information about Perth College, our services, staff, teachers, parents/caregivers, 
students, management, directors, other organisations or stakeholders. 

Social Media Do’s 



 

 

 

When using your personal social media accounts, ensure that you do:  

• remember that your comments are public and could easily be reported; 
• use common sense; 
• be polite in your communication; 
• safeguard your own social media accounts with the highest security settings 

available; 
• respect the copyright of others (i.e. do not claim the material of others as your 

own); 
• be transparent (e.g. use your own name, declare your interests); 
• respect the privacy of fellow staff members, directors, students, 

parents/caregivers, stakeholders, or other individuals or organisations, 
associated with Perth College; 

• think about your reputation, Perth College's reputation, and the reputation of 
your colleagues; 

• be prepared to defend your position (to your manager, your colleagues, your 
family, your friends); 

• ensure your posts are not in breach of your employment contract or constitute 
behaviour which breaches the duties outlined under your employment 
contract; 

• make it clear that any views expressed are your own and not those of Perth 
College (if it is clear who you work for); 

• have regard to the fact that our Equal Opportunity and Anti-Discrimination, 
Harassment and Bullying policies still apply where social media content 
published by you is able to be related back to your employment with Perth 
College. As an example, under your Facebook profile if you state something 
like ‘I work at Perth College’ you must ensure that you take care in what you 
post because all of your comments can be linked back to Perth College. 

 

Social Media Do Nots 

When using your social media tools for personal use ensure that you do not: 

• disclose any information you have gained through your employment with 
Perth College that is confidential or commercial in confidence information; 

• engage in any activity that reflects poorly on Perth College; 
• post negative comments with respect to any fellow staff members, directors, 

parents/caregivers, students or others associated with our organisation; 
• post material that is obscene, defamatory, threatening, discriminatory or 

hateful to another person or entity where they are in anyway associated with 
Perth College; 

• use Perth College’s logos, trademarks or other intellectual property; 
• post personal comments about Perth College; 



 

 

 

• remember that as an employee of Perth College you have an obligation:  
• engage in any activity where your interests may conflict or be inconsistent with 

the interest of Perth College; and 
• act in a way which in the reasonable opinion of Perth College may, or is likely 

to have an adverse effect on our organisation or our reputation. 

In short you should not post negative comments about Perth College. If you wish to raise 
an issue with management, we have developed an Internal Grievance Procedure for this 
purpose.  

Sometimes you may wish to make positive comments about Perth College online, or you 
may wish to respond in a positive way to a comment made by someone else. In these 
circumstances, if you do make a comment, you should be transparent with respect to 
your posting (e.g. 'I work for Perth College’) and where responding to a comment with an 
opinion note that ‘these are my personal views not the views of Perth College’.  

 

Personal Usage During Work Hours 

Remember that in addition to these guidelines, you must adhere to the wider Network 
Access Policy and its associated documentation. Whilst you are permitted to browse the 
internet for your own private, personal or social purposes, such use should be kept to a 
minimum and should be restricted to allocated break times only. 

Please note, that should you use work computers, for your own purposes, you should 
have no expectation of privacy as we reserve the right to monitor School owned 
computers and other mobile devices which are deemed to be our property. 

 

Our Property And Computer Surveillance Notification   

All messages generated on or handled by our email services, including back-up copies, 
are considered to be the property of the School. All data flowing in and out of the School 
and held on school owned servers, computers and storage are considered discoverable 
and should be treated as such. 

Surveillance is performed on an ongoing basis, through intermittent inspection of email 
and Internet traffic logs. This is to ensure appropriate use of the School’s Internet and 
email services. 

 

 

 

If in doubt 

If you are uncertain about how your employment with Perth College may be affected by 
your use of your own personal social media tools, or compliance with these guidelines, 
you should seek advice from your manager, Director of ICT or from the Human Resources 
Manager.  



 

 

 

If there is material on your computer that may be in conflict with the School’s Network 
Access Policy, it must be removed immediately. 

 

Notify us 

If you notice material you consider inappropriate, or inconsistent with the School’s 
Network Access Policy, it should be reported immediately to your manager, Director of 
ICT or to the Human Resources Manager so that appropriate action can be taken. 

 

ORGANISATIONAL USAGE GUIDELINES 

Perth College uses a number of different social media tools including SPACE, Facebook, 
YouTube, Instagram and Linkedin to communicate with our stakeholders, prospective 
stakeholders and other interested parties. 

To ensure currency, and management of the Perth College brand, it is very important that 
these social media tools are actively managed, and the guidelines set out in this policy 
are strictly adhered to.  

 

Only ASMP’s are authorised to publish content on our Social Media Sites 

Whilst we welcome staff ideas and contributions, given the potential legal and 
commercial sensitivities of publishing content under the Perth College brand, only 
authorised staff known as Authorised Social Media Publishers (ASMP’s) are permitted to 
publish content on our social media sites. ASMP's receive specific training relating to the 
management and publication of social media content. 

For a List of Current ASMP’s and the Perth College social media tools through which they 
are authorised to publish content, you need to contact the Director of Community 
Development. 

For the purpose of clarity:  

• ASMP's must follow the guidelines they receive during training, as well as the 
Social Media - Personal Usage guidelines when posting content. 

• Only ASMP’s are authorised to publish content on Perth College’s social media 
site. 

• ASMP’s are only permitted to publish content on the specific social media tools 
with respect to which they have received authorisation.  

• Staff who are not registered as ASMP's are prohibited from publishing content 
on Perth College’s social media sites. 

• ASMP’s are prohibited from publishing content on the Perth College social 
media sites with respect to which they have not received express 
authorisation. 

 

Social Media Contribution Guidelines  



 

 

 

Should you wish to contribute content for publication through any of our social media 
sites please keep in mind the following general contribution guidelines: 

• Know how we use social media at Perth College. Before you start, review our 
social media sites to get used to the style of language used and protocols we 
have adopted. 

• Do not disclose any confidential or commercial in confidence information. 
• Ensure the content you wish to contribute:  

o does not reflect poorly on our organisation; 
o does not denigrate other people or organisations; 
o does not breach third party copyright. 

• If in doubt, check with the Director of Community Development who has 
overall responsibility for the management of social media at Perth College. 

If you have prepared some content you wish to contribute contact the Director of 
Community Development to discuss how you might have it published. 

 

What should I do if I want to become an ASMP? 

Should you wish to obtain authorisation to use one or more of our social media tools 
please contact the Director of Community Development who has overall responsibility 
for the management of social media content and training of ASMP’s within Perth College. 

 

Privacy Guidelines 

From time to time, the names of staff, or photos of staff, may be posted on our social 
media sites for the purpose of promoting Perth College activities. It is our policy that these 
will only be added with the express permission of the staff member/s involved and will 
not include identifying tags. 

 

  



 

 

 

APPENDIX 2 

ONLINE ACCEPTABLE USE AGREEMENT (STUDENT) 

 

Perth College provides you with access to extensive technology for the purpose of 
enhancing your learning. We trust you to use these resources appropriately. 

By logging on to a Perth College computer, known as a Personal Learning Device (PLD), 
you are agreeing to use the resources that this PLD provides, in a manner that is in 
keeping with the school’s Network Access Policy. This policy is available on request. 

The following would be considered a serious breach of trust. 

• Attempting to access, examine, disclose, copy, rename, delete or modify 
another user’s data. 

• Using your school computer (or any other) to bully, intimidate, harass or 
defame any member within the school or the wider community. 

• Attempting to recover deleted data that does not belong to you. 
• Attempting to get around any restrictions imposed such as Internet content 

filtering such as Cyberhound. This includes any proxy avoidance websites that 
enables access to what otherwise may be restricted websites such as 
Facebook, Snapchat, Instagram and various social chat sites. 

• Attempting to disable LANSchool or at least diminish its effectiveness 
• Accessing inappropriate material (if you are unsure as to what is inappropriate, 

please ask your teacher or library staff). 
• Accessing, viewing or downloading material that is not in line with the ethos of 

Perth College or is deemed illegal (again if you are unsure, ask your teacher or 
library staff). 

• Downloading copyright protected files such as protected music and video files. 

Please be mindful that every website that you visit and every email that you send or 
receive is logged by our servers and these logs are accessed from time to time or when 
required. Technology at Perth College is provided to enhance your learning and 
development at Perth College – please do not abuse it. 

Unacceptable use of the Network, Internet and Email resources will result in the 
suspension or revoking of access privileges and will be considered in the same way as 
other breaches of School Rules. 

  

  



 

 

 

APPENDIX 3 

ONLINE ACCEPTABLE USE AGREEMENT (STAFF) 

 

Perth College provides you with access to extensive technology for the purpose of 
enhancing your ability to deliver a technology rich curriculum and to perform your day to 
day duties as a staff member of Perth College. We trust you to use these resources 
appropriately. 

By logging on to a Perth College computer you are agreeing to use the resources that this 
computer provides, in a manner that is in keeping with the School’s Network Access 
Policy. This policy is available upon request. 

Please be mindful of the following when accessing the School’s Network. 

• Exercise good judgement when using electronic mail, following the principles 
of ethical behaviour. 

• Use appropriate language in all forms of electronic media including mail 
messages, Internet ‘blogs’ and forums and social networks. 

• Be aware that if an issue addressed in an email becomes the subject of a legal 
dispute, those emails will then be discoverable:  that is the courts and all 
parties to the dispute would be legally entitled to see them. 

• Do not send messages that are harassing, discriminatory, defamatory, 
threatening, abusive or obscene. 

• When using social networking media sites, you do not invite current students 
into your personal social network site and you do not accept any invitation to 
join theirs. 

• Use the schools email system to contact current students, not social network 
sites. 

• Remember that the display, storage and transmission of offensive, defamatory 
or harassing material is strictly forbidden. 

• Browsing of data (including documents and images) within the School’s 
network other than your own, for any reason other than those associated with 
the requirements of your position is strictly prohibited. 

• Please immediately report any situations where you become aware of the 
inappropriate use of the School’s network, electronic communications or social 
networking sites.  

Please be mindful that every website that you visit and every email that you send or 
receive is logged by our servers and these logs are accessed from time to time or when 
required. 

  

  



 

 

 

APPENDIX 4 

ACCEPTABLE USE AGREEMENT (STAFF) 

 

Perth College provides you with access to extensive technology for the purpose of 
enhancing your ability to deliver technology rich curriculum and to perform your day to 
day duties as a staff member of Perth College. We trust you to use these resources 
appropriately. 

By signing this form, you are agreeing to use the resources that this computer provides, 
in a manner that is in keeping with the school’s Network Access Policy. This policy is 
available upon request. 

Please be mindful of the following when accessing the Schools Network: 

• Exercise good judgement when using electronic mail, following the principles 
of ethical behaviour 

• Use appropriate language in all forms of electronic media including mail 
messages, Internet ‘blogs’ and forums and social networks. 

• Be aware that if an issue addressed in an email becomes the subject of a legal 
dispute, those emails will then be discoverable: that is the courts and all parties 
to the dispute would be legally entitled to see them and where necessary 
recovered from backup media 

• Do not send messages that are harassing, discriminatory, defamatory, 
threatening, abusive or obscene. 

• When using social networking media sites, you do not invite current students 
into your personal social network site and you do not accept any invitation to 
join theirs. 

• Use the schools email system to contact current students, not social network 
sites. 

• Remember that the display, storage and transmission of offensive, defamatory 
or harassing material is strictly forbidden. 

• Browsing of data (including documents and images) within The School’s 
network other than your own, for any reason other than those associated with 
the requirements of your position is strictly prohibited. 

• Please immediately report any situations where you become aware of the 
inappropriate use of The School’s network, electronic communications or 
social networking sites. 

Please be mindful that every website that you visit, email you send or document you 
create and delete leaves traceable evidence and if required may be accessed from time 
to time or when required.   

I, ______________________________ agree to the conditions detailed above and accept that I 
will comply with the requirements of the Network Access Policy. 

 
Dated: ________________________________ 

 

Signed:  ________________________________ 



 

 

 

APPENDIX 5 

ACCEPTABLE USE AGREEMENT (SERVICE PROVIDERS, GUESTS AND VOLUNTEERS) 

 

Perth College is providing you with access to extensive technology for the purpose of 
enhancing your ability to deliver a particular service on behalf of Perth College.  We trust 
you to use these resources appropriately. 

By signing this document and accessing the Network, you are agreeing to use the 
Network resources for the purpose of fulfilling your duties of a guest, service provider or 
volunteer, in a manner that is in keeping with the School’s Network Access Policy. This 
policy is available on request. 

Please be mindful of the following when accessing the School’s Network. 

• Only access the network assets (Including but not limited to computers, 
servers, networking equipment, internet feeds and data stores) relevant to the 
duties you are performing. 

• Do not make any changes to any network asset without the prior knowledge 
of an ICT Services staff member. This includes configuration changes, server 
restarts. 

• Browsing of data (including but not limited to documents and images) within 
the School’s network other than your own, for any reason other than those 
associated with the requirements of your duties as a guest, service provider or 
volunteer is strictly prohibited and may be covered under various child 
protection laws. 

• Remember that the display, storage and transmission of offensive, defamatory 
or harassing material is strictly forbidden. 

• Please immediately report any situations where you become aware of the 
inappropriate use of the School’s network, electronic communications or social 
networking sites.  

Please be mindful that, whilst on the Perth College network, every website that you visit 
is logged by our servers and these logs are accessed from time to time or when required.   

 

I, ______________________________ of ________________________ agree to the conditions detailed 
above and accept that I will comply with the requirements of the Network Access Policy. 

Dated:  _______________________ 

Signed:  ______________________  

 

 

 

 



 

 

 

APPENDIX 6 

NETWORK ACCESS GUIDELINES FOR STUDENTS 

 

Students at Perth College have the privilege of having the use of extensive, advanced 
information technology resources. The School gives students free access to these 
resources and trusts them to appreciate and care for these resources by using them 
responsibly and for educational purposes. The following points address not only Perth 
College policy, but also the legal requirements under Australian Law.  

 

Use of Resources 

• All resources are to be used for educational and personal enrichment 
purposes only. The playing of games and the storing of music are not 
appropriate uses.   

• Storing of videos and music on the school network is not permitted regardless 
of whether obtained legally or otherwise.  Legally obtained music and videos 
may be stored on the local disk (C Drive) of a PLD in accordance with the 
issuer’s Acceptable Use Policy. 

• All resources which include power, paper and disk space must be used with 
care and not wastefully. 

• Technology must never be used to harass, bully or damage others. 
• Accessing, viewing or downloading material that is illegal or not in line with the 

School’s ethos is not permitted. 
• Eating and drinking in laboratories or near technology is not permitted. 
• No software may be installed on any School device except for those covered 

by the Learning Powered by Technology programme (i.e. Personal Learning 
Devices). 

• All use, including Internet and email, is logged and can be monitored. 
• Students are expected to check their school email at least daily.  

 

Data Security and Privacy 

• A student must keep her password confidential; it must not be divulged to any 
person other than a parent, guardian or an authorised school representative. 

• Students must not attempt to acquire another user’s password and gain access 
to their account. 

• A computer account allocated to a student is for her use only. 

 

 

 



 

 

 

Students Must Not 

• Attempt to access, examine, disclose, copy, rename, delete or modify another 
user’s data. 

• Attempt to recover deleted data that does not belong to them. 
• Attempt to subvert any restrictions imposed on their use of the resources. 

 

Legal (i.e. Law of Australia) Requirements 

Only legally obtained software, music and videos are able to be used on Perth College 
Computing Equipment – the penalties for breaching copyright are very high. All users of 
Perth College Equipment are warned that any such breach is the liability of the user. Perth 
College will not be liable for any breaches made by users. Any user found in possession 
of illegal software can have it deleted immediately by ICT Services. Software provided for 
use must not be copied from Perth College computers unless authorised by the ICT 
Department. 

 

Safety 

The student email account is only provided for educational use and should not be used 
for any other purpose. This email address identifies a girl as a student at Perth College 
and the use of this email for any other web purposes puts students at risk. A student 
should not divulge her personal details including personal address or phone number. 

 

Consequences  

If a student is found in breach of the School’s trust, her privileges may be withdrawn. The 
School will monitor closely any student suspected of misusing equipment, the Internet or 
other programs and will act decisively when a breach of responsible behaviour is 
discovered. Parents will be informed if the breach is serious. 

 

 

  

  



 

 

 

APPENDIX 8 

CYBER SAFETY WEBSITES 

 

www.cybersmart.gov.au 

www.connectsafely.org 

www.bullyingnoway.com.au 
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